UBND TINH TAY NINH CONG HOA XA HQI CHU NGHIA VIET NAM

SO THONG TIN VA TRUYEN THONG DPjc 1ap — Tw do — Hanh phic
~ 86:718  /STTTT-TTGSPH . : , 3
V& viéc canh bao 13 héng bao mat cao, nghiém Tay Ninh, ngay 18 thang 5 nam 2022

trong CVE-2022-1388 va trong cac san pham
Microsoft cong bo thang 5/2022.

Kinh gtri:
- Van phong Tinh uy;
- Van phong Poan DPBQH va HDND tinh;
- Van phong UBND tinh;
- Cac co quan tham muu, gitp viéc Tinh ay;
- Mt tran T6 qudc va cac Poan thé chinh trj - xd hoi;
- Céc S¢, ban, nganh tinh;
- Céc huy¢n, thi, thanh uy;
- UBND céc huyén, thi x4, thanh phé.

Thuc hién theo Céng van sé 647/CATTT-NCSC va Cong vin sb
637/CATTT-NCSC ciia Cuc An toan théng tin - Bo Thong tin va Truyén thong
vé viéc canh bao céac 16 hong bao mat anh huong Cao va Nghiém trong (Chi tiét
16 héng trong phu luc kém theo).

Nham dam bao an toan thong tin cho hé théng thong tin cho nguoi dung,
don vi va toan bg hé thong cua tinh, S& Thong tin va Truyén thong dé nghi cac
don vi, dia phuong thuc hién gap cac cong viéc cu thé nhu sau:

1. Kiém tra, x4c dinh cac thiét bi may tinh, phin mém lién quan c6 kha ning
bi anh huong. Thyuc hién cap nhat ban va kip thoi theo huéng dan tai phu luc dé
tranh nguy co bi tan cong.

2. Tang cuong kiém tra, giam sat hé thong mang cua don vi, dia phuong,
khi ¢6 phat hién hoat dong tan cong mang, d€ nghi lién h¢ S& Thong tin va Truyén
thong dé phoi hop xur 1y kip thoi.

Thong tin lién quan dé nghi lién hé Ong Vuong Duy Thanh - Trung tam
Giam sat, diéu hanh kinh t€, xa hoi tap trung; Pién thoai: 0932624462.

Tran trong./.

Noi nhin: KT. GIAM POC
- Nhu trén; A A A
GB S6 (b/0); PHO GIAM DOC
-P.CNTTBCVT;

- Luu: VT, TTGSDH.




PHU LUC
THONG TIN CAC LO HONG NGHIEM TRONG

I. L3 hong bao mat CVE-2022-1388
1. Mo ta

L hong bao mat CVE-2022- 1388 anh hudng Nghiém trong trong BIG-IP
iControl REST, cho phép d6i tuong tin cong khong can xac thuc c6 thé thyc thi
1€nh tuy y, tao hoac xda tép tin, v hiéu hoa céac dich vu.

- Piém CVSS: 9.8 (Nghiém trong).
2. Anh huéng

San pham | Phién ban | Phién ban bi anh hwéng | Ban va 16i
17.x None 17.0.0
16.x 16.1.0-16.1.2 16.1.2.2
15.x 15.1.0-15.15 15.151

r?mloc(;l-JllePs)(a” 14.x 141.0-14.14 14.1.4.6
13.x 13.1.0-13.14 13.15
12.x 121.0-12.1.6 Khong hd trg
11.x 11.6.1-11.6.5 Khong hd tro

3. Hwéng din khic phuc

Bién phép tot nhat dé khic phuc 16 hong nay 1a ning cap 1én phién ban méi
nhat theo huéng dan cia hing.

Trong trudng hop khong thé nang cép do chua thé cap nhat ban va, Quy
don vi ¢ thé ap dung cac bude khic phuc thay thé dé giam nguy co bi tin cong
nhu sau:

a) Chin quyén truy cip iControl REST théng qua dia chi IP

Thay d6i cai dat Port Lockdown thanh Allow None cho timg dia chi IP
riéng trén hé thong. Trong trudng hop can phai mé bat ky cong nio, quan tri vién
nén st dung tiy chon Allow Custom (cht y dé khong cho phép truy cip vao
iControl REST).

Luu y: Viéc thuc hi¢n hanh dong nay s€ ngan chan tat ca quyén truy cap
vao Configuration utility va iControl REST thong qua dia chi IP riéng. Nhitng
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thay doi nay cling co thé anh huong dén cac dich vu khac, bao gém ca viéc pha
v& cau hinh High Availability (HA).

b) Chin quyén truy cip iControl REST thong qua giao dién quén ly

Quan trj vién nén han ché quyén truy cp vao giao dién quan ly ddi véi
nhitng nguoi dung va thiét bi dang tin cdy. Dé biét thém thong tin va cach dam
bao quyén truy cap vao hé thong thong tin BIG-IP, tham khao tai:

e https://support.f5.com/csp/article/K13092
e https://support.f5.com/csp/article/K46122561
e https://support.f5.com/csp/article/K69354049

Luu ¥: Viéc han ché quyén truy cip vao giao dién quan 1y bang dia chi IP
trong httpd khong phai 1a mot bién phap khic phuc kha thi.

c) Sira ddi cau hinh BIG-IP httpd

Déi véi cdc phién ban BIG-IP 14.1.0 tré lén, BIG-IP 14.0.0 tré vé trudc,
BIG-IP 14.1.0 tro lén:

Budc 1: Bang nhap vao TMOS Shell (tmsh) ctia hé théng BIG-IP bang 1énh
Sau:

tmsh

Budc 2: M@ cau hinh httpd dé chinh sira bang cach nhap 1énh sau:

edit /sys httpd all-properties

Budce 3: Xac dinh dong 1énh bit dau vé6i include none va thay thé none véi
doan sau:

"<If\”% {HTTP;connection }=~/close/i\">
RequestHeader set connection close

<If>

<Elself\"% {HTTP;connection}=~/keep-alive/i”>
RequestHeader set connection keep-alive
</Elself>

<Else>

RequestHeader set connection close "

</Else>”

, Budc 4: Sau khi cap nhap Iénh inqlude, st dung phim ESC Qé thoat khoi
ché dg tuong tac cua trinh soan thdo, cudi cung luu cac thay déi bang 1€nh sau:

‘WQ



https://support.f5.com/csp/article/K13092
https://support.f5.com/csp/article/K46122561
https://support.f5.com/csp/article/K69354049
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Budc 5: Tai Save changes (y/n/e), chon y dé luu cac thay dbi.
Budc 6: Luu cau hinh BIG-IP bang cach nhan 1énh:

save /sys config

Pbi voi phién ban BIG-IP 14.0.0 tro vé trude:
Budc 1: Pang nhap vao TMOS Shell (tmsh) ctia hé théng BIG-IP bing
1énh sau:

tmsh

Budc 2: M cdu hinh httpd dé chinh sira bang cach nhap 1énh sau:

edit /sys httpd all-properties

Budc 3: Xac dinh dong 1énh bét dau véi include none va thay thé none voi
doan sau:

"RequestHeader set connection close™

Budc 4: Sau khi cap nhép 1énh include, str dung phim ESC dé thoat khoi
ché do twong tac cia trinh soan thao, cudi cing luu cac thay doi bang 1énh sau:

‘W

Budc 5: Tai Save changes (y/n/e), chon y dé luu céc thay doi.
Buéc 6: Luu cau hinh BIG-IP bﬁng cach nhan 1&€nh:

save /sys config

4. Tai liéu tham khao: https://support.f5.com/csp/article/K2360534
I1. Céc 16 hong bao mat trong cic san pham Microsoft cong bd thang
5/2022

Ngay 10/5/2022, Microsoft da phat hanh danh sach ban va thang 5 véi 74
16 hong bao mat trong cac san pham cia minh. Ban phat hanh thang nay dic biét
dang chu ¥ cac 16 hong bao mat sau:

1. Céc 16 hong bao mit c6 mirc znh hwéng Nghiém trong

STT|CVE | Mo ta Tham khao

- Piém CVE: 9.8 (nghiém trong)

CVE- i
1 |2022- |- Lo hong trong Windows LSA cho ® Security
26925 phép ddi tuong tAn cong khong cAn x4c Update Guide -

thuc c6 thé thyc hién tin cong gia mao



https://support.f5.com/csp/article/K2360534
https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE2022-26925
https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE2022-26925
https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE2022-26925
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(spoofing). Trong thuc té, 16 hong nay
dang duoc sir dung két hop véi NTLM
relay attack, tir d6 gitp d6i tuong tan
cong nang cao dic quyén trong hé
théng muc tiéu

Anh huong: Windows 7/8.1/10/11,

Windows Server
2022/2019/2016/2012/2008

Loading -
Microsoft

- Piém CVSS: 8.8 (Cao)
- L& hong trong Active Directory

CVE- | Domain Services cho phép ddi tugng | MSRC Researcher
2022- | tin cong thuc hién nang cao dic quyén. | Portal
26923 | . Anh huong: Windows 8.1/10/11, | (microsoft.com)
Windows Server
2012/2016/2019/2022.
" N CVE-2022-29972 -
- Bbiém CVSS: 9.8 (Nghiém trong) Security  Update
- L& hoéng trong Windows Network | Guide - Microsoft -
CVE- | . e % -
2029- File System cho phép doi tugng tan | Insight Software:
26937 cong thuc thi ma tir xa. CVE-2022-29972
- Anh hudéng: Windows Server Magnitude S'm?a
2008/2012/2016/2019/2022. Amazon Redshift
ODBC Driver
CVE-2022-29972 -
Security ~ Update
CVE- |Ld hong trong Magnitude Simba ﬁ;:dﬁ{ Mslg;cg\lsvc;f:e?
2022- | Amazon Redshift ODBC Driver cho - '
29972 | phép dbi twong thyc thi ma tir xa e
phep e it ' Magnitude Simba
Amazon Redshift
ODBC Driver
CVE - Piém CVSS: 8.2 (Cao) CVE-2022-22017 -
- x o 2 . Security  Update
uzz |10 108 o ol P G- ot
21978 thu:VhiAn HAE P e %’n & | Remote _Desktop
He TN nang cao dac quyen. Client Remote



https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE2022-26925
https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE2022-26925
https://msrc.microsoft.com/update-uide/vulnerability/CVE-2022-24491
https://msrc.microsoft.com/update-uide/vulnerability/CVE-2022-24491
https://msrc.microsoft.com/update-uide/vulnerability/CVE-2022-24491
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-29972
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-29972
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-29972
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-29972
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-29972
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-29972
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-29972
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-29972
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-29972
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-29972
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-29972
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-29972
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-29972
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-29972
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-29972
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-29972
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-22017
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-22017
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-22017
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-22017
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-22017
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- Anh hudéng: Windows Server
2013/2016/2019

Code Execution
Vulnerability

CVE-
6 |2022-
22017

- Piém CVSS: 8.8 (Cao)

- Ld hdng trong Remote Desktop
Protocol Client cho phép d6i tugng tan
cong thuc thi ma tur xa.

- Anh huéng: Windows 11, Windows
Server 2022.

] Security
Update Guide -
Loading -
Microsoft

CVE-
7 | 2022-
29110

- Biém CVSS: 7.8 (Cao)

- L hong trong Microsoft Excel cho
phép ddi tuong tan cong thuc thi ma tir
Xa.

- Anh huong: Microsoft Office Web

Apps Server 2013, Microsoft Excel
2013/2016.

https://msrc.micros
oft.com/update-

guide/vulnerability
/CV E-2022-29110

CVE-
8 |2022-
29108

- biém CVSS: 7.8 (Cao)

- L3 hong trong Microsoft SharePoint
Server cho phép ddi tugng tan cong
thuc thi ma tur xa.

- Anh huong: Microsoft SharePoint

Server 2016/2019, Microsoft
SharePoint Foundation 2013

https://msrc.micros
oft.com/update-

quide/vulnerability
/CV E-2022-29108

2. Hwéng din khic phuc

Bién phap t6t nhat dé khac phuc 1a cap nhat ban vé cho cac 16 hong bao mat
néi trén theo huéng dan cua hang. Quy don vi, dia phuong tham khdo cac ban cap
nhat phu hop cho cac san pham dang sir dung tai link nguén tham khéo tai muc
2.1 cua Phu luc

3. Tai li¢u tham khao

Zero Day Initiative — The May 2022 Security Update Review



https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-22017
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-22017
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-29110
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-29110
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-29110
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-29110
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-29110
https://msrc.microsoft.com/update-guide/vulnerability/CV%20E-2022-29110
https://msrc.microsoft.com/update-guide/vulnerability/CV%20E-2022-29110
https://msrc.microsoft.com/update-guide/vulnerability/CV%20E-2022-29110
https://msrc.microsoft.com/update-guide/vulnerability/CV%20E-2022-29110
https://msrc.microsoft.com/update-guide/vulnerability/CV%20E-2022-29108
https://msrc.microsoft.com/update-guide/vulnerability/CV%20E-2022-29108
https://msrc.microsoft.com/update-guide/vulnerability/CV%20E-2022-29108
https://msrc.microsoft.com/update-guide/vulnerability/CV%20E-2022-29108
https://www.zerodayinitiative.com/blog/2022/5/10/the-may-2022-security-update-review
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