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S6:786  /STTTT-TTGSPH
Vv canh bao phat hién ma ddc trojan Radline
Stealer gay anh hudng trén cac

Tay Ninh, ngay26 thang 04 nam 2024

hé théng thong tin.
Kinh guri:
- Van phong Tinh uy;
- Van phong Doan PBQH va HDND tinh;
- Van phong UBND tinh;

- Cac co quan tham muu, gitp viéc Tinh uy;

- Mt tran T6 qudc va cac Poan thé chinh trj - x3 hoi;
- Céc S¢, ban, nganh tinh;

- Céc don vi nganh doc;

- Céc huy¢n, thi, thanh uy truc thugc Tinh uy;

- UBND céc huyén, thi x4, thanh phé;

- UBND céc x4, phuong, thi tran.

Thuc hién theo Cong vin s6 722/CATTT-NCSC, ngay 24/4/2024 ciia Cuc
An toan thong tin - B6 Thong tin va Truyén théng vé viéc canh bao phat hién ma
doc trojan Radline Stealer gdy anh huong trén cac hé thong thong tin. (Théng tin
chi tiét phu luc kém theo).

Nham dam bao an toan thong tin cho hé théng thong tin cho nguoi ding,
don vi va toan bd hé thong cia tinh, S& Théng tin va Truyén thong khuyén nghi
cac Pon vi, dia phuong thuc hién cac cong viéc cu thé nhu sau:

1. Kiém tra, ra soat hé théng thong tin dang st dung c6 kha ning bi anh
hudng bdi ma doc trojan Radline Stealer. Chu dong theo doi cac thong tin lién
quan dén ma doc tir hang nham thuc hién nang cip 1én phién ban mdi nhat dé
tranh nguy co bi tdn cong.

2. Tang cudng giam sat va sin sang phuong an xtr 1y khi phat hién c6 dau
hiéu bi khai thac, tan cong mang; dong thoi thuong xuyén theo ddi kénh canh bao
clia cac co quan chitc ning va cac to chirc 16n vé an toan thong tin dé phat hién
kip thoi cac nguy co tin cong mang.
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Théng tin lién hé Ong Pao Quang Phuc - Trung tdm Giam sat, diéu hanh
kinh té, xa hoi tap trung; Dién thoai: 0937.117.128./.
Tran trong!

Noi nhdn:

KT. GIAM POC
- Nhu trén; PHO GIAM POC
- BGD S¢ (blc);
-P.CNTTBCVT;

- Luu: VT, TTGSDH.




Phu luc
THONG TIN CHI TIET VE MA PQC

1. Théng tin chi tiét vé ma doc trojan Redline Stealer

RedLine Stealer 12 md ddc xuit hién lan dau tién vao khoang thang 3 nim 2020,
mi doc nay co kha nang trich xuat théng tin dang nhap tir nhiéu nguén khac nhau, bao
gdm trinh duyét web, tng dung FTP, email, Steam, tng dung nhin tin va VPN.

Mot bién thé méi cia ma doc trojan Redline Stealer da dugc phat hién trén khong
gian mang, ma doc nay trién khai céc bytecode Lua dé thyuc hién cac hanh vi doc hai.
Dir liéu cho thdy ma doc dang rat phd bién khi né 1ay nhiém trai dai Bic My, Nam My,
Chau Au, Chau A va Uc.

Cdc don vi ¢6 thé tai xuéng cac ma 10C tai https://alert.khongeianmang.vn/

Duoi day 1a mot s6 IoC dwoc ghi nhan

Cheat.Lab.2. 5e37b3289054d5e774c02a6ec4915a60156d71
7.2.Zip 5f3a02aaceb7256¢c3ebdc6610
Cheat.Lab.2. https[:]//github[.]Jcom/microsoft/vcpkg/files/14125503/Cheat.
7.2.Zip Lab.2.7.2.zip
luasdll 873aa2e88dbc2efa089e6efd1c8a5370e04¢c9f5749d7631f2912
' bch640439997
readme.xt 751f97824cd211ae710655€60a26885cd79974f0f0a5e4e582e3
' b635492b4cad
combiler exe dfbf23697cfd9d35f263af7a455351480920a95bfc642f3254ee8
prier. 452c620655a
Redline C2 213[.]248][.143[.158
Trojanised hxxps://github.com/microsoft/STL/files/14432565/Cheater.Pr
Git Repo 0.1.6.0.zip

2. Tai liéu tham khao


https://alert.khonggianmang.vn/
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https://www.mcafee.com/blogs/other-blogs/mcafee-labs/redline-stealer-a-novel-
approach/
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