UBND TINH TAY NINH CONG HOA XA HOQI CHU NGHIA VIET NAM
SO THONG TIN VA TRUYEN THONG Doclap — Ty do — Hanh phic
S6:1681  /STITT-TTGSPH
VIV canh bao 16 hong bao mat co6 mirc anh
huéng Cao trong cac san pham Microsoft
cong bo thang 9/2023

Tay Ninh, ngay27 thang 9 nam 2023

Kinh gri:
- Van phong Tinh uy;
- Van phong boan PBQH va HDND tinh;
- Van phong UBND tinh;
- Céc co quan tham muu, giip viéc Tinh uy;
- Mit tran T6 qudc va cac Doan thé chinh trj - xa hoi;
- Céac S¢, ban, nganh tinh;
- Céac don vi nganh doc;
- Céc huyé¢n, thi, thanh uy truc thudc Tinh uy;
- UBND céc huyén, thi x, thanh phd;
- UBND céc xa, phuong, thi tran.

Thuc hién theo Cong van $6 1664/CATTT-NCSC ctia Cuc An toan thong
tin - Bo Thong tin va Truyén thong Vé viéc canh bao 16 hépg bao mat anh hudng
cao va nghiém trong trong cac san pham Microsoft cong bo thang 9/2023 (Thong
tin chi tiét phu luc kém theo).

Nham dam bao an toan thong tin cho hé thdng théng tin cho ngudi dung,
don vi va toan bo hé thong thdng tin cua tinh, S& Thong tin va Truyén thong dé
nghi cac don vi, dia phuong thuc hién gip cac cong viée cu thé nhu sau:

1. Kiém tra, ra soat, xac dinh may tinh st dung hé diéu hanh Windows va
phﬁn mém c6 kha nang bi anh huéng. Thuc hién cap nhat ban va kip thoi theo
hudng dan tai phu luc dé tranh nguy co bi tin cong.

2. Tang cudng kiém tra, gidm sat hé thdng mang ctia don vi, dia phuong,
khi c6 phét hién hoat dong tin cong mang, dénghi lién hé S¢ Thong tin va Truyén
thong dé phdihop xir Iy kip thoi.

Thong tin lién quan dé nghi lién hé Ong Vuong Duy Thanh - Trung tam
Giam sat, diéu hanh kinh té, xa hoi tap trung; Dién thoai: 0932624462.

Tran trong./.

Noi nhén: KT. GIAM POC
- Nhu trén; PHO GIAM POC
- GD S& (blc);

- P.CNTTBCVT,;
- Luu: VT, TTGSDH.




~ PHULUC 7
Thong tin cac 10 hong nghiém trong trong cdc san pham
Microsoft cong bo thang 9/2023

1.Théng tin 16 hong bao mat
- Mo ta:

- L5 hong an toan thong tin CVE-2023-36761 trong Microsoft Word cho
phep. dbi trong tin cong thu thap thong tin vé méd bdm NTLM ctia nguoi dung.
L5 hong nay hién dang bi khai thac trong thuc té.

- L5 hong an toan thong tin CVE- 2023-29332 trong dich vu Microsoft
Azure Kubernetes Service cho phep d6ituong tan cong khong can xac thuc thuc
hién tin cong leo thang dic quyén.

- L5 hong an toan thong tin CVE-2023-38148 trong Internet Connection
Sharing (ICS) cho phép doi1tugng tan cong khong can xac thuc thuc thi ma tir xa
khi ICS dugc kich hoat.

- L3 hong an toan thong tin CVE-2023-36802 trong Streaming Service
Proxy cho phep d6i trong tan cong thuc hién tAn cong leo thang dic quyén. L)
hong nay hién dang bi khai thac trong thuc té..

—,LS hong an toan thong tin CVE-2023-38146 trong Windows Themes cho
phép doi tuong tan cong thuc thi ma tir xa.

- 04 15 hong an toan thong tin CVE-2023-36792, CVE-2023-36793, CVE-
2023-36794, CVE-2023-36796 trong Visual Studio cho phép doi tuong tan cong
thue thi ma tir xa.

- 03 16 hong an toan théng tin CVE-2023-36744, CVE-2023-36745, CVE-
2023-36756 trong Microsoft Exchange Server cho phép doitugong tan cong thuc
thi ma tir xa.

- Anh huéng:

STT CVE Mo ta Link tham khao

- Piém: CVSS: 8.8 (Cao)
- M6 ta: 16 hong trong
Microsoft Exchange | https://msrc.microsoft.co
Server cho phé do1 tuong | m/update-
1| CVE-2023-38181 tn cong thuI:: hlin tan cong guidF()e/vuInerabiIity/CVE-
Spoofing. 2023-38181
- Anh huong: Exchange
Server 2016/2019.
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STT CVE Mo ta Link tham khao
- Piém: CVSS: 9.8 (dugc
Microsoft danh gia la Cao)
- M6 ta: 16 hong trong _ .
Microsoft Exchange mjgségﬂ;_rc.mmrosoft.co
2 CVE-2023-21709 | Server cho phép doi tuong P

tan cong thuc hiéq tan cong
nang cao dac quyén.

- Anh huéng: Exchange
Server 2016/2019.

guide/vulnerability/CVE-
2023-21709

CVE-2023-35368
CVE-2023-38185
CVE-2023-35388
CVE-2023-38182

- Diém: CVSS: 8.0/8.8
(Cao)

- Mo ta: 16 hong trong
Microsoft Exchange
Server cho phép d6i tuong
tAn cong thue thi ma tir xa.
- Anh huéng: Exchange
Server 2016/2019.

https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2023-35368

https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2023-38185

https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2023-35388

https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2023-38182

CVE-2023-35385
CVE-2023-36910
CVE-2023-36911

- Diem:  CVSS:
(Nghiém trong)

- Mo ta: 16 hdng trong
Microsoft Message
Queuing cho phép doi
tuong tan cong thyc thi ma
tur xa.

- Anh huong: Windows
10/11, Windows Server.

9.8

https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2023-35385

https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2023-36910

https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2023-36911

CVE-2023-29328
CVE-2023-29330

- Piém: CVSS: 8.8 (duoc
Microsoft danh gia 1la
Nghiém trong)

https://msrc.microsoft.co
m/update-
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STT

CVE

Mo ta

Link tham khao

- M6 ta: 16 hong trong
Microsoft Teams cho phép
d6i tuong tan cong thyc thi
ma tu xa.

- Anh huéng: Microsoft
Teams danh cho i0S, Mac,
Android, Desktop

guide/vulnerability/CVE-
2023-29328

https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2023-29330

CVE-2023-36895

- Piém: CVSS: 7.8 (duoc
Microsoft danh gia 1la
Nghi€ém trong)

- M6 ta: 16 hong trong
Microsoft Outlook cho
phép d6i tuong tin cong
thuc thi ma tir xa.

- Anh hudng: Microsoft
Office, Microsoft 365
Apps for Enterprise.

https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2023-36895

CVE-2023-36896

- Piém: CVSS: 7.8 (Cao)

- Mo ta: 16 hong trong
Microsoft Excel cho phép
d6i twgng tan cong thyc thi
ma tu xa.

- Anh hudng: Microsoft
Excel, Office, Office
LTSC, 365 Apps.

https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2023-36896

CVE-2023-
35371

- Piém: CVSS: 7.8 (Cao)

- Mo ta: 16 hong trong
Microsoft Office cho phép
d6i tuong tan cong thyc thi
ma tur Xa.

- Anh hudng: Microsoft
Office, Office LTSC, 365
Apps.

https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2023-35371

- Panh gia mirc d9: Danh gid so bo tir cac chuyén gia bao mat, 16 hong

ndy anh huéng dén nhiéu thiét bi trén toan cau trong d6 c6 ca Viét Nam. Trung
tam Gidm sat an toan khong gian mang qudc gia (NCSC) danh gia kha ning céc
ma khai thac cua céc 16 hong ndy s& sém dugc cong khai trén Internet trong thoi
gian sap toi.




2. Hwéng din khic phuc:

Bién phap tot nhat dé khic phuc 1a cap nhat ban va cho cac 16 hong bao mat
noi trén theo huéng dan ciia hing. Quy don vi tham khao cac ban cap nhat phu
hop cho cac san pham dang str dung tai link ngudn tham khao tai muc 1 ctia phu
luc.

3. Ngudn tham khao:

https://msrc.microsoft.com/update-guide/
https://www.zerodayinitiative.com/blog/2023/9/12/the-september-2023-
security-update-review
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