UBND TINH TAY NINH CONG HOA XA HQI CHU NGHIA VIET NAM
SO THONG TIN VA TRUYEN THONG Péoc lap — Tw do — Hanh phiic

$S6:104  /STTTT-TTGSPH Tay Ninh, ngayl5 thding 01 nam 2024
V/v canh béo 16 hong bao mat c6 mirc anh
huong cao trong cic san pham Microsoft
cong bo thang 12/2023

Kinh gui:
- Van phong Tinh uy;
- Van phong Doan PBQH va HDND tinh;
- Van phong UBND tinh;
- Cac co quan tham muu, gitp viéc Tinh uy;
- Mt tran T6 qudc va cac Poan thé chinh trj - x3 hoi;
- Céc S¢, ban, nganh tinh;
- Céc huy¢n, thi, thanh uy truc thugc Tinh uy;
- UBND cac huyén, thi x4, thanh phd;
- UBND céc xa, phuong, thi tran;
- Céac don vi nganh doc trén dia ban tinh.

S¢ Théng tin va Truyén thong nhan Cong vin sé 2074/CATTT-NCSC cua
Cuc An toan thong tin - Bo Thong tin va Truyén thong vé viéc canh bao 16 hong bao
mat anh hudng cao va nghiém trong trong cac san pham Microsoft cong bd thang
12/2023 (Théng tin chi tiét phu luc kém theo).

Nhim dam bao an toan thong tin cho hé théng thong tin cho ngudi dung, don
vi va toan bo hé théng cua tinh, S¢ Thong tin va Truyén thong dé nghi cac don vi,
dia phuong thuc hién gip cac cong viée cu thé nhu sau:

1. Kiém tra, ra soat, xac dinh may tinh sir dung hé diéu hanh Windows va phan
mém c¢6 kha nang bi anh hudéng. Thyc hién cap nhat ban va kip thoi theo hudng dan
tai phu luc dé tranh nguy co bi tan cong.

2. Tang cuong kiém tra, giam sat hé thong mang ctia don vi, dia phuong, khi
c6 phat hién hoat dong tin cong mang, dé nghi lién hé S Thong tin va Truyén thong
dé phéi hop xir Iy kip thoi.



Thong tin lién quan d& nghj lién hé Ong Vuong Duy Thanh - Trung tam Giam
sat, diéu hanh kinh té, xa hoi tap trung; Dién thoai: 0932624462./.

Tran trong!

Noi nhén: KT. GIAM POC
- Nhu trén; PHO GIAM POC
- BGD S6 (ble);

- P.CNTTBCVT,;

- Luu: VT, TTGSDH.




~ PHULUC 9
Thong tin cac 16 hong nghiém trgng trong cac sin pham
Microsoft cong bo thang 12/2023

1.Théng tin 16 hong bao mat

- Mo ta:

- L& hong an toan thong tin CVE-2023-36019 trong Microsoft Power Platform
Connector cho phép ddi twong tin cong thuc hién tin céng gia mao, dan t6i thyc thi
ma tur xa ¢ phia nguoi dung.

- 02 16 hong an toan thong tin CVE-2023-35630, CVE-2023-35641 trong
Internet Connection Sharing (ICS) cho phép d6i twong tdn cong thuc thi ma tir xa.

- L3 hong an toan théng tin CVE-2023-35628 trong Windows MSHTML
Platform cho phép ddi tuong tin cong thuc thi ma tir xa.

- L5 hong an toan thong tin CVE-2023-35636 trong Microsoft Outlook lam
16 1ot NTML hash, cho phép ddi tuong tin cong thuc hién leo thang dic quyén.

- Anh huéng:
STT CVE Mo ta Link tham khao
1 | CVE-2023-| - Piém: CVSS: 9.6 https://msrc.microsoft.co
36019 | (Nghiém trong) m/update-
CNA 2. T X LA : guide/vulnerability/CVE2
Mo ta: Lo hong trong Microsoft 023-36019

Power Platform

Connector cho phép ddi tuong
tan cong thuc hién tin cong gia
mao, dan tdi thuc thi ma tir xa o
phia nguo1 dung.

- Anh huéng: Microsoft Power
Platform, Azure Logic Apps.




CVE-2023-| - biém: CVSS: 8.8 https://msrc.microsoft.co
35630 (Nghiém trong) m/update-
35641 | connection 2023-35630
: e https://msrc.microsoft.co
SA,hanAng (ICS) CI?O p}le}) doi tuong m/updateguide/vulnerabili
tarvl cong thuc thi ma tur xa. ty/CVE2023-35641
- Anh  huong: Windows 10,
Windows 11; Windows Server
2008, 2012, 2016, 2019, 2022.
CVE-2023-| biém: CVSS: 8.1 https://msrc.microsoft.co
35628 | (Nghiém trong) m/update-
AT X 1A guide/vulnerability/ CVE2
Mo ta: Lo hong trong 023-35628
Windows MSHTML
Platform cho phép d6i tuong tan
cong thyc thi ma tur xa.
Anh  huéng: Windows 10,
Windows 11; Windows Server
2008, 2012, 2016, 2019, 2022.
CVE-2023-| - Biém: CVSS: 6.5 (Cao) https://msrc.microsoft.co
35636 |- Mo ta: LD héng trong Microsoft m/ 'udp(jatel- bilitv/CVE2
A guide/vulnerability.
Outlook lar}q' 16 lot NTML hash, 023-35636
cho phép doi tugng tan cong thuc
hién leo thang dic quyén.
- Anh hudng: Microsoft Office
2016, 2019;
Microsoft Office LTSC 2021;
Microsoft 365  Apps for
Enterprise.

- Panh gia mirc d9: Danh gia so bo tir cac chuyén gia bao mat, 16 hong nay
anh huong dén nhiéu thiét bi trén toan cau trong d6 c6 ca Viét Nam. Trung tim Giam
sat an toan khong gian mang quéc gia (NCSC) danh gia kha ning cac ma khai thac
ctia C4C 16 hong nay s& som duge cong khai trén Internet trong thoi gian sap toi.

2. Huéng din khic phuc:
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Bién phap t6t nhat dé khic phuc 1a cap nhat ban va cho cac 16 hong bao mat
néi trén theo huéng dan ctia hang. Quy don vi tham khéo cac ban cap nhat phu hop
cho céc san pham dang st dung tai link ngudn tham khao.

3. Ngudn tham khio:

https://www.zerodayinitiative.com/blog/2023/12/12/the-december-2023-
security-update-review
https://msrc.microsoft.com/update-quide/



https://www.zerodayinitiative.com/blog/2023/12/12/the-december-2023-security-update-review
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		2024-01-15T07:37:50+0000
	Not specified


		2024-01-15T09:09:13+0000
	Not specified


		2024-01-15T09:09:15+0000
	Not specified


		2024-01-15T09:09:15+0000
	Not specified




