] UBND TINH TAY NINH CONG HOA XA HQI CHU NGHIA VIET NAM
SO THONG TIN VA TRUYEN THONG Déc 1ap — Tu do — Hanh phuc

S6:2212  /STTTT-TTGSPH
VIV canh bao 16 hong bao mat ¢ mirc anh
huéng Cao trong cac san phAm Microsoft
cong bd thang 11/2023

Tay Ninh, ngay28 thang 11 nam 2023

Kinh gui:
- Véan phong Tinh uy;
- Van phong Poan DPBQH va HDND tinh;
- Véan phong UBND tinh;
- Cac co quan tham muu, gitp viéc Tinh uy;
- Mit tran T6 quéc va cac Doan thé chinh tri - xa hoi;
- Céc S¢, ban, nganh tinh;
- Céc huy¢n, thi, thanh uy tryc thudc Tinh uy;
- UBND céc huyén, thi x4, thanh ph;
- UBND cac xa, phuong, thi trn;
- Céc don vi nganh doc.

Thuc hién theo Cong van s6 2074/CATTT-NCSC cua Cuc An toan thong
tin - Bo Thong tin va Truyén théng vé viéc canh bao 16 hong bao mat anh hudng
cao va nghiém trong trong cac san pham Microsoft céng bd thang 11/2023 (Théng
tin chi tiét phu luc kém theo).

Nham dam bdo an toan thong tin cho hé théng thong tin cho ngudi dung,
don vi va toan bo hé thong cua tinh, S Thong tin va Truyén thong dé nghi cac
don vi, dia phuong thuc hién gép cac cong viéc cu thé nhu sau:

1. Kiém tra, ra soat, xac dinh mdy tinh st dung hé diéu hanh Windows va
phén mém c6 kha nang bi anh hudng. Thuc hién cdp nhat ban va kip thoi theo
huéng din tai phu luc dé tranh nguy co bi tan cong.

2. Tang cudng kiém tra, giam sat hé thong mang cia don vi, dia phuong,
khi c6 phat hién hoat dong tdn cong mang, dé nghi lién hé S& Thong tin va Truyén
thong dé phdi hop xtr 1y kip thoi.

Thong tin lién quan dé nghi lién hé Ong Vuong Duy Thanh - Trung tdm
Giam sat, diéu hanh kinh té, x4 hoi tap trung; Dién thoai: 0932624462.

Tran trong./.

Noi nhin: KT. GIAM POC
- Nhu trén; PHO GIAM POC
- BGD S¢ (blc);

- P.CNTTBCVT,
- Luu: VT, TTGSDH.

n Trung Hiéu



PHU LUC
Thong tin cac 10 hong nghiém trong trong cac san pham
Microsoft cong bo thang 11/2023

1.Thong tin 16 hong bao mat

- Mo ta:

- L6 hong an toan thong tin CVE-2023-36397 trong Windows Pragmatic
General Multicast cho phép doi tugng tan cong khong can xac thuc co6 thé thuc
thi ma tur xa.

- L5 hong an toan thong tin CVE-2023-36400 trong Windows HMAC Key
Derivation cho phép do6i tugng tan cong thuc hién leo thang dac quyén.

- L hong an toan thong tin CVE-2023-36025 cho phép doi tugng tan cong
vuot qua tinh nang bao mat SmartScreen cua Windows. L6 hong hién dang bi khai
thac trong thuc t€.

—,L(:) hong an toan thong tin CVE-2023-36038 trong ASP.NET Core cho
phép doi tugng tan cong thyc hién tan cong tu choi dich vy (DoS). Thong tin chi
tiét vé 10 hong da dugc cong bo trong thuc te.

- L3 hong an toan thong tin CVE-2023-36439 trong Microsoft Exchange
Server cho phép doi tugng tan cong thuc thi ma tur xa.

- L3 hong an toan thong tin CVE-2023-36033 trong Windows Desktop
Manager cho phép doi tugng tan cong thuc hién leo thang déc quyén. Lo hong
hién dang bi khai théac trong thuc t€.

- L5 hong an toan thong tin CVE-2023-36036 trong Windows Cloud Files
Mini Filter Driver cho phép doi tuong tan cong thuc hién leo thang dac quyén. Lo
hong hién dang bi khai thac trong thuc té.

-,LS héng an toan thong tin CVE-2023-36041 trong Microsoft Excel cho
phép doi tuong tan cong thuc thi ma tir xa.

- L) hong an toan théng tin CVE-2023-36413 cho phép dfr)irtu’qng tér} cong
vuot qua tinh nang bao mat cua Microsoft Office. Thong tin chi tiét vé 16 hong da
duoc cong bod trong thuc te.

- L5 hong an toan thong tin CVE-2023-38177 trong Microsoft SharePoint
Server cho phép doi tuong tan cong thuc thi ma tir xa..

- Anh huéng:
STT CVE Mo ta Link tham khao
- Diém:  CVSS: 9.8 | hins://msre.microsoft.co
(Nghiém trong)

o m/update-
1| CVE-2023-36397 |- M6 ta: Lo hong trong guidpe/vulnerability/CVE-

Windows Pragmatic | 5023-36397
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STT

CVE

Mo ta

Link tham Kkhao

General Multicast cho
phép ddi twong tin cong
khong can xac thuc co thé
thuc thi ma tir xa.

- Anh hudong: Windows 10,
Windows 11, Windows
Server 2008, 2012, 2016,
2019, 2022

CVE-2023-36400

- Dbiem: CVSS: 8.8
(Nghiém trong)

- M6 ta: Lo hong trong
Windows HMAC Key
Derivation cho phép doi
tuong tan cong thuc hién
leo thang dic quyén.

- Anh huéng: Windows 10,
Windows 11, Windows
Server 2016, 2019, 2022.

https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2023-36400

CVE-2023-36025

- Piém: CVSS: 8.8 (Cao)

- M6 ta: Ld hong cho phép
dbi tuong tin coéng vuot
qua tinh nang bdo mat
SmartScreen cua
Windows. Ld hong hién
dang bi khai thac trong
thuc té.

- Anh hudng: Windows
10, Windows 11,
Windows Server 2008,
2012, 2016, 2019, 2022.

https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2023-36025

CVE-2023-36038

- Biém: CVSS: 8.2 (Cao)

- Mo ta: LO hong trong
ASP.NET Core cho phép
dbi tuong tin cong thuc
hién tin cong tir chdi dich
vu (DoS). Théng tin chi tiét
vé 16 hong da duogc cong bd
trong thyc té.

- Anh hudng: ASP.NET
Core, .NET, Visual Studio
2022.

https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2023-36038
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STT CVE Mo ta Link tham khao
- Biém: CVSS: 8.0 (Cao)
- Mo ta: Ld hong trong
Microsoft E>§change https://msrc.microsoft.co
Server cho phép doi tuong | m/update-
> | CVE-2023-36439 tan cong thLI;C t}I:i mﬁt{rxag_ guide/vulnerability/CVE-
- Anh hudng: Microsoft | 2023-36439
Exchange Server 2016,
20109.
- biém: CVSS: 7.8 (Cao)
- Mo ta: Lo hong trong
Windows Desktop
Manager cho phép doi
tuong tan cong thuc hién | https://msrc.microsoft.co
leo thang ddc quyén. Lo | m/update-
6 | CVE-2023-36033 héng hién dang bi khai | guide/vulnerability/CVE-
thac trong thuc té. 2023-36033
- Anh huong: Windows
10, Windows 11,
Windows Server 2019,
2022.
- Piém: CVSS: 7.8 (Cao)
- M6 ta: LO hong trong
Windows Cloud Files
Mini Filter Driver cho
phép doi tugng tan cong | https:/msrc.microsoft.co
thuc hi¢n leo thang ddc | m/update-
7| CVE-2023-36036 | |\ an L héng hién dang | guide/vulnerability/CVE-
bi khai thac trong thyc té. | 2023-36036
- Anh hudng: Windows
10, Windows 11,
Windows Server 2019,
2022.
- Biém: CVSS: 7.8 (Cao)
- M6 ta: LO hong trong
Microsoft Excel cho phép | https://msrc.microsoft.co
8 | CVE-2023-36041 dbi twong tin cong thuc m/update-

thi ma tir xa.

- Anh hudng: Microsoft
Excel, Microsoft Office,
Microsoft 365 Apps.

guide/vulnerability/CVE-
2023-36041
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STT CVE Mo ta Link tham khao

- Biém: CVSS: 6.5 (Cao)

- M6 ta: L6 hdng cho phép
dbi tuong tAn coéng vuot
qua tinh nang bao mat cua | https://msrc.microsoft.co
Microsoft Office. Thong | m/update-

tin chi tiét vé 15 hong di | guide/vulnerability/CVE-
dugc cong bd trong thyc té. | 2023-36413

- Anh hudng: Microsoft
Office, Microsoft 365
Apps.

9 | CVE-2023-36413

- biém: CVSS: 6.1 (Cao)
- Mo ta: Lo hong trong
Microsoft SharePoint | https://msrc.microsoft.co
Server cho phép doi tugng | m/update-

tan cong thuc thi ma tir xa. | guide/vulnerability/CVE-
- Anh hudng: Microsoft | 2023-38177

SharePoint Server 2016,
2019.

10 | CVE-2023-38177

- Panh gia mirc d9: Panh gia so bo tir cac chuyén gia bao mat, 16 hong
nay anh huéng dén nhiéu thiét bi trén toan cau trong d6 c6 ca Viét Nam. Trung
tam Giam sat an toan khong gian mang qudc gia (NCSC) danh gia kha ning céc
ma khai thac cta cac 16 hong nay s& sém duoc cong khai trén Internet trong thoi
gian sép toi.

2. Hwéng din khic phuc:

Bién phap tot nhat dé khic phuc 14 cip nhat ban va cho cac 16 hong bao mat
néi trén theo huéng dan ciia hang. Quy don vi tham khao cac ban cap nhat phu
hop cho cac san pham dang st dung tai link ngudn tham khéo tai muc 1 cua phu
luc.

3. Ngudn tham khio:

https://msrc.microsoft.com/update-guide/
https://www.zerodayinitiative.com/blog/2023/11/14/the-november-2023-
security-update-review
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