UBND TINH TAY NINH CONG HOA XA HOQI CHU NGHIA VIET NAM

SO THONG TIN VA TRUYEN THONG Doclap — Ty do — Hanh phuc
- 86:937  /STTTT-TTGSPH L \ , .
V& viée canh béo 15 héng bao mat Cao va Tay Ninh, ngay 23 thang 6 nam 2022

Nghiém trong trong céc san pham Microsoft
cong bo thang 6/2022.

Kinh gri:
- Van phong Tinh uy;
- Van phong Poan PBQH va HDND tinh;
- Van phong UBND tinh;
- Céc co quan tham muu, gitip viéc Tinh uy;
- Mt trén T6 quéc va cac Doan thé chinh tri - xa hoi;
- Céac S¢, ban, nganh tinh;
- Céc huyén, thi, thanh ty;
- UBND céc huyén, thi x, thanh phd.

Thuc hién theo Cong vin s6 869/CATTT-NCSC ngay 16/6/2022 cua Cuc
An toan thong tin - Bo Thong tin va Truyén thong vé viéc canh bao 16 hong bao
mat Cao va Nghiém trong trong cac san pham Microsoft cong bd thang 6/2022
(Chi tiét 16 hong trong phu luc kém theo).

Nham dam bao an toan thong tin cho nguoi dung, don vi va toan by hé
thong cuatinh, S& Thong tin va Truyén thong d€ nghi cac donvi, dia phuong thuc
hién gip cac cong viéc cu thé nhu sau:

1. Kiém tra, xac dinh céc thiét bi may tinh st dung hé diéu hanh Windows,
phan mém Ung dung lién quan c¢6 kha nang b1 dnh hudéng. Thuc hién cép nhat ban
va kip thoi theo hudng dan tai phu luc dé tranh nguy co bi tin cong.

2. Tang cuong kiém tra, gidm sat va sin sang phuong an khi phét hién c6
dau hi€u bi khai thac, tan cong mang; dong thoi thuong xuyén theo d6i kénh canh
béo cua cac co quan chirc nang va cac t6 chirc 16n vé€ an toan thong tin d€ phat
hién kip thoi cac nguy co tan coOng mang.

Thong tin lién quan dé nghi lién hé Ong Vuong Duy Thanh - Trung tam
Giam sat, diéu hanh kinh t€, xa hdi tap trung; Dién thoai: 0932624462.

Tran trong./.

Noi nhgn: KT. GIAM POC
- Nhu trén; PHO GIAM POC
- Gb S¢ (blc);

-P.CNTTBCVT;

- Lwu: VT, TTGSPH.

Nguﬁn Trung Hiéu



PHU LUC

THONG TIN CAC LO HONG BAO MAT CAO VA NGHIEM TRONG
TRONG CAC SAN PHAM MICROSOFT CONG BO THANG 6/2022

1. Thong tin vé cac 16 hong:

Mai 16

Mo ta

Stt| |z Tham khao
hong
~biem CVSS:7.8 (Cao) https://msrc.microsoft.com/update-
-L6 hong trong Windows X 1
: quide/en-US/vulnerability/CVE-
Microsoft Support
CVE- | Diagnostic Tool MSDT) cho 2022-30190
L | 2022- hég e ém S o | Vin bin s§ 786/CATTT-NCSC vé
30190 fhi rl;a oy 9 & ETYC ! Jige 16 héng bao mit CVE-2022-
(Follina) | - Anh  hwong:  Windows 39190 tro_ng Mmos/oft \Suppo\rt
: Diagnostic Tool phat hanh ngay
7/8.1/10, Windows Server 01/6/2022
2008/2012/2016. '
-Piém CVSS: 9.8 (Nghiém
trong)
CVE- i:]io tré)nignmgﬁzvs ﬁzwzréki https://msrc.microsoft.com/update-
2 | 2022- | [FC System €R0 PACD COU o ijevulnerability/CVE-2022-
tuong tan cong khong céan xac
30136 A A 30136
thuc co thé thuc thi ma tir xa.
-Anh  huong:  Windows
Server 2012/2016/2019.
-Dbiém CVSS: 8.5 (Cao)
-L3 hong trong Windows
CVE- | Hyper-V cho phép d6i twong | https://msrc.microsoft.com/update-
3 | 2022- | tin cong thyc thi ma tir xa. quide/vulnerability/CVE-2022-
30163 | -Anh  hudng:  Windows | 30163
8.1/10/11, Windows Server
2008/2012/2016.
-biém CVSS:7.5 (cao).
-Ld hong trong Windows
Lightweight Directory | CVE-2022-30139 - Security
CVE- | Access Protocol (LDAP) cho | Update Guide - Microsoft -
4 | 2022- | phép dbituong tan cong thuc | Windows Lightweight Directory
30139 | thi ma tir xa. Access Protocol (LDAP) Remote

-Anh huong: Windows 10,
Windows Server
2016/2019/2022

Code Execution Vulnerability
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2

-biém CVSS: 8.8 (Cao)
GVE- | Lo hong trong Microsoft| o 555 30157 - security
2022- | SharePoint Server cho phép : .
Z. P . | Update Guide - Microsoft -
30157 | doi1 tugng tan cong thuc thi | )
5 - Microsoft SharePoint Server
CVE- | md tr xa. Remote Code Execution
2022- | -Anh hudng: SharePoint Vulnerabilit
30158 | Server 2019, SharePoint ~UCTED IRy
Enterprise Server 2016.
-Piém CVSS: 8.8 (Cao)
-Ld hong trong Windows
CVE- Eerbefos tcél © pﬁip dtczl mc‘fng https://msrc.microsoft.com/update-
6 | 2022- | 7 ©ONS TIIC AKN TN CONE | g\jide/vulnerability/CV E-2022-
30165 nang cao dac quyén. 30165
-Anh  hudéng: Wmdows | —
10/11, Windows  Server
2016/2022.
-Piém CVSS: 7.8 (Cao)
CVE- :ELO lh(;lng g{on(%;.ﬁwmsgﬁ https://msrc.microsoft.com/update-
7 | 2022- | ©XeC cHOPICP COLWONE AN | oy jide/vulnerability/CV _E-2022-
30173 | ©On8 thuc thi ma tur xa. 30173
- Anh hudng: Excel | =
2013/2016
-Piém CVSS: 7.4 (Cao)
-Ld hong trong Microsoft
C VE- | Office cho phép ddi twong tan | https://msrc.microsoft.com/update-
8 | 2022- | cong thyuc thi ma tir xa. guide/vulnerability/CV E-2022-
30174 | - Anh hudng: Microsoft 365 | 30174
Apps, Microsoft  Office
LTSC 2021.

2. Huéng din khic phuc:

Bién phap tot nhat dé khac phuc 1a cap nhat ban va cho cac 16 hong bao mat
no6i trén theo huéng dan cua hang. Quy don vi tham khao cac ban cap nhat phu
hop cho céc san pham dang st dung tai link ngudn tham khao tai phu luc trén.

3. Taili¢u tham khio:
June 2022 Security Updates - Release Notes - Security Update Guide -

Microsoft

Zero Day Initiative — The June 2022 Security Update Review
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