] UBND TINH TAY NINH CONG HOA XA HQI CHU NGHIA VIET NAM
SO THONG TIN VA TRUYEN THONG Déc 1ap — Tu do — Hanh phuc

80: 737 /STTTT-TTGSPH
VIV 15 hdng béao mat anh huong nghiém trong
trong phan mém PAN-OS

Tay Ninh, ngay22 thang 4 nam 2024

Kinh gti:
- Véan phong Tinh uy;
- Van phong Poan DPBQH va HDND tinh;
- Véan phong UBND tinh;
- Cac co quan tham muu, gitp viéc Tinh uy;
- Mit tran T6 quéc va cac Doan thé chinh tri - xa hoi;
- Céc S¢, ban, nganh tinh;
- Céc don vi nganh doc;
- Céc huy¢n, thi, thanh uy truc thudc Tinh uy;
- UBND céc huyén, thi x4, thanh ph;
- UBND cac xa, phuong, thi tran.

Thuc hién theo Cong vin s6 607/CATTT-NCSC cta Cuc An toan thong tin
- B Thong tin va Truyén thong vé viéc canh bao 15 hdng bao mat anh huéng nghiém
trong trong phin mém PAN-OS (Théng tin chi tiét phu luc kém theo).

Nham dam bao an toan thong tin cho hé thong thong tin cua cac don vi va
g6p phan dam bdo an toan thong tin trén dia ban tinh, S6 Thong tin va Truyén
thong dé nghi cac don vi, dia phuong thuc hi¢n gép cac cong viéc cu thé nhu sau:

1. Kiém tra, ra soat cac phan mém PAN-OS dang sir dung c6 kha ning bi
anh huong bai 16 hong trén. Thue hién nang cip 1én phién ban mai nhat dé tranh
nguy co bi tn cong

2. Tang cudng giam sat va san sang phuong an xt 1y khi phat hién c6 dau
hiéu bj khai thac, tin cong mang; dong thoi thuong xuyén theo doi kénh canh bao
clia cac co quan chirc nang va cac t chtrc uy tin vé an toan théng tin dé phat hién
kip thoi cac nguy co tin cong mang.

Thong tin lién quan dé nghi lién hé Ong Pao Quang Phic - Trung thm Giam
sat, diéu hanh kinh té, x4 hoi tap trung; Dién thoai: 0937.117.128.

Tran trong./.

Noi nhin: KT. GIAM bOC
- Nhu trén; PHO GIAM POC
- BGD S¢ (blc);

- P.CNTTBCVT,
- Luu: VT, TTGSDH.

f#dyén Trung Hiéu



"PHULUC
THONG TIN VE CAC LO HONG BAO MAT

1.Théng tin 16 hong bao mat

- Mo ta:

- L5 hong CVE-2024-3400 (Piém CVSS: 10) anh hudng trén phan mém
PAN-OS trong gateway GlobalProtect hi¢n dang bi sir dung dé khai thac. Doi
tuong tan cong khai thac 16 hong chén Iénh nay c6 thé thuc thi ma tir xa voi quyén
root trén tuong lira. Lo hong gay anh huong cho tuong lira céu hinh trén
GlobalProtect gateway va telemetry cua thiét bi.

- Anh huéng:

e PAN-OS 11.1 trudc ban 11.1.2-h3
e PAN-OS 11.0 truéc ban 11.0.4-g1
e PAN-OS 10.2 trudc ban 10.2.9-h1
- Panh gia mirc d6: L3 hong CVE-2024-3400 (Piém CVSS: 10) anh
huong trén phan mém PAN-OS trong gateway GlobalProtect. Thong tin vé 10
hong nay chi dugc ti€t 10 vai gio trudc, dat ra mot canh bao cap bach va yéu cau
cac bién phap khan cap dé ngan chan sy nguy hai tir 10 hong nay. Viéc ra soat
va nang cap phién ban hoac &p dung bién phap khac phuc thay thé can duogc thuc
hién ngay 1ap ttc.

2. Hwéng dan khic phuc:

Trudc mat, nguoi ding nén bat Threat ID 95187 va dam bao cac bién phap
bao mat 16 hong da dugc ap dung cho GlobalProtect. Trong truong hop khong thé
bat Threat ID 95187, ngudi dung nén tam thoi tit chirc ning telemetry trén thiét
bi cho t&1 cap nhat ban va va chi nén bat lai sau khi da cap nhat ban va. Cac budc
dé thuc hién viée tat telemetry nhu sau:

1. Device > Setup >Telemetry;
Chon widget Telemetry;

2.
3. B0 chon muc “Enable Telemetry”;
4. Béam OK dé luu thay d6i.

5. Ngudn tham khio:
https://security.paloaltonetworks.com/CVE-2024-3400
https://www.csa.gov.sg/alerts-advisories/alerts/2024/al-2024-040
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