UBND TINH TAY NINH CONG HOA XA HOQI CHU NGHIA VIET NAM
SO THONG TIN VA TRUYEN THONG Doclap — Ty do — Hanh phuc
S6:1088  /STITT-TTGSPH
VIV canh béo 15 hong bao mat anh hudng Cao
trong céc san pham Microsoft cong bd
thang 7/2022

Tay Ninh, ngay 21 thang 7 nam 2022

Kinh gri:
- Van phong Tinh uy;
- Van phong Poan PBQH va HDND tinh;
- Van phong UBND tinh;
- Céc co quan tham muu, gitip viéc Tinh uy;
- Mt trén T6 quéc va cac Doan thé chinh tri - xa hoi;
- Céac S¢, ban, nganh tinh;
- Céc huyén, thi, thanh uy;
- UBND céc huyén, thi x, thanh phd.

Thyc hi¢n theo Cong van $6 1072/CATTT-NCSC ctia Cuc An toan thong
tin - Bo Thong tin va Truyén thong vé viéc canh bao 16 hong bao mat Cao va
Nghiém trong trong cac san pham Microsoft cong bo thang 7/2022 (Chi tiet lo
hong trong phu luc kem theo).

Nham dam bao an toan thong tin cho nguoi dung, don vi va toan by hé
thong cuatinh, S& Thong tin va Truyén thong d€ nghi cac donvi, dia phuong thuc
hién gip cac cong viéc cu thé nhu sau:

1. Kiém tra, xac dinh cac thiét bi may tinh sir dung hé diéu hanh Windows
c6 kha nang bi anh hudng. Thuc hién cap nhat ban va kip thoi theo hudng dan tai
phu luc dé tranh nguy co bi tan cong.

2. Tang cuong kiém tra, gidm sat va san sang phuong an khi phét hién c6
dau higu bi khai théc, tin cOng mang; dong thoi thuong xuyén theo ddikénh canh
béo cua cac co quan chirc nang va cac t6 chirc 16n vé€ an toan thong tin d€ phat
hién kip thoi cac nguy co tan coOng mang.

Thong tin lién quan dé nghi lién hé Ong Vuong Duy Thanh - Trung tam
Giam sat, diéu hanh kinh té, xa hoi tap trung; Dién thoai: 0932624462.

Tran trong./.

Noi nhén: KT. GIAM POC
- Nhu trén; PHO GIAM POC
- Gb S¢ (blc);

-P.CNTTBCVT;

- Lwu: VT, TTGSPH.

Nguﬁn Trung Hiéu



PHU LUC
CAC LO HONG BAO MAT CAO VA NGHIEM TRONG TRONG CAC
SAN PHAM MICROSOFT CONG BO THANG 7/2022

1. Thong tin vé cac 15 hong

Ngay 12/7/2022, Microsoft da phat hanh danh sach ban va thang 7 voi 84
16 hong bao mat trong cac san pham ctia minh. Ban phat hanh thang nay dic biét
dang cha y cac 16 hong bao mat ¢6 mirc anh huong Cao sau:

- L5 hong bao mat CVE-2022-22047 trong Windows Client Server Run-Time
Subsystem cho phép ddi tugng tan cong thuc hién leo thang dic quyén.

- L& hong bao mat CVE-2022-30216 trong Windows Server Service cho phép
dbitugng tin cong cai chimg chi gia mao doc hai lén may chimuc tidu tir 6 c6 the
thyc hién cac dang tn cong khac bao gdm tan cong chiém quyén diéu khién.

- L3 hong bao mat CVE-2022-22038 trong Remote Procedure Call Runtime
cho phép dbitugng tan cong khong can xac thuc ¢ thé thuc thi mi tir xa.

- 02 L4 hong bao mat CVE-2022-22029, CVE-2022-22039 trong Windows
Network File System cho phép d6i twong tan cong khong can xac thuc ¢ thé thuc
thi ma tr xa.

- 04 16 hong bao mat CVE-2022-22022, CVE-2022-22041, CVE-2022-
30206, CVE-2022-30226 trong Windows Print Spooler cho phép d6i tuong tin cong
thyc hién tan cong leo thang dic quyén. Khai thac thanh cong, CVE-2022-22041va
CVE-2022-3026 cho phép d6i tugng tin cong chiém quyén diéu khién hé thdng;
CVE-2022-22022 va CVE-2022-30226 chi cho phép déituwong tin cong x6a tép tiy
¥ trén hé thdng muc tiéu.

Thong tin chi tiét cac 16 hong bao mat:

STT| CVE Mo ta Link tham khio
- Piém CVSS: 7.8 (Cao)
- L5 hong trong Windows Client Server Run-

https://msrc.micro

CVE- Time Subsystem cho phép d6i tuong tan cong soft.com/upda_tg—
1 2022- thue hién leo thane dic An guide/vulnerabilit
22047 | MR & faequyen. VICVE-2022-
- Anh huong: Windows 7/8.1/10/11. | 99047
Windows Server 2008/2012.
- Pié - 8.8 .
CVE- em CVSS (Cao) https://msrc.micro

2 | 2022- | - Lo héng trong Windows Server Service cho
30216 | Phép dbi tuong tan cOng cai chung chi gia
mao doc hai 1én may chu muc tiéu tir d6 co

soft.com/update-
quide/vulnerabilit
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thé thyc hién cac dang tan cong khac bao gom
tn cong chiém quyén diéu khién.

- Anh huéng: Windows 10/11, Windows
Server.

y/CVE-2022-
30216

- Piém CVSS: 8.1 (Cao)
- L5 hong trong trong Windows Network File

https://msrc.micro

CVE- Y LA .| soft.com/update-
System cho phép doi1 tugng tan cong khong | —. -

2022- can xac thuc c6 thé thuc thi ma tir xa quide/vulnerabilit

22029 . ‘ ' y/CVE-2022-

- Anh  huong:  Windows  Server | 5oqog
2008/2012/2016/2019/2022.

- Piém CVSS: 7.5 (Cao) s/ _

- L& hong trong trong Windows Network File tps.//msre.micro

CVE- A L. .| soft.com/update-
System cho phép do1 tugng tan cong khong | ~—.

2022 | i xéic thuc c6 thé thuc thi mé tir xa ullefetl-

22039 | “4M Xac T cOThe thde ti xa. US/vulnerability/
- Anh hlIGl’lg: Windows Server CVE-2022-22039
2008/2012/2016/2019/2022.

- Piém CVSS: 8.1 (Cao) — _
- L& hong trong Remote Procedure Call DS /IMSTC.MIT

CVE- . e ISR ~__ | soft.com/update-
Runtime cho phép do1 tugng tan congkhong | ~. -

2022- | ., thire o6 th thue thi i tir quide/vulnerabilit

99038 can)fac uc cO thé I_IC' 1 ma tu xa. VICVE-2022-
Windows Server 2012/2016/2019.

-Piém CVSS:7.8 (Cao) A _
- L3 hong trong Windows Print Spooler cho DS /IMSTC. MICTO

CVE- hép ddi twong tin cong thuc hién tin cd soft.com/update-

2022- ioeglar? diic gu aénco & T fien tat cong quide/vulnerabilit

30206 | o one GaC Y. _ yICVE-2022-

- Anh huong: Windows 7/8.1/10, Windows | 34006

Server 2008/2012/2019/2022.

-Piém CVSS:7.1 (Cao) _— _

- L3 hong trong Windows Print Spooler cho {Ips.//msre.micro

CVE- e LA .~ .z . |soft.com/update-
phép doi1 tuong tan cong thuc hién tan cong | — .

2022- leo thane da A quide/en-

22022 | 0 H1ANE C4C qUYEL. US/vulnerability/

- Anh huoéng: Windows 7/8.1/10/11,
Windows Server 2008/2016/2019/2022.

CVE-2022-22022
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-Piém CVSS:7.1 (Cao) — _
- L3 hong trong Windows Print Spooler cho DS JATSTL. MIETO
CVE- hép d6i twong tan cong thuc hién tan co soft.com/update-
8 | 2022- io tI;an dé'c gu in & Hiwe T "8 | quide/vulnerabilit
30226 | 0 ne CeCAtyen y/CVE-2022-
Windows Server 2008/2012/2019/2022.
-Piém CVSS: 6.8 (Cao) - _
- L3 hong trong Windows Print Spooler cho DS JAMSTC. MICTO
CVE- e S .. .z~ |soft.com/update-
phép do1 tuong tan cong thuc hién tan cong | — .
9 | 202 leo thang dic quyén quide/en-
22041 | °° NS GaC QUYEL. _ US/vulnerability/
- Anh hlIé’l’lg: Windows 81/10, Windows CVE-2022-22041
Server 2012/2016/2019/2022.

2. Hwéng din khic phuc

Bién phap t6t nhat dé khac phuc 1a cap nhat ban va cho céc 16 hong bao mat
ndi trén theo huéng dan cua hang. Quy don vi tham khao cac ban cap nhat phu
hop cho cac san pham dang sir dung tai link ngudn tham khao tai muc 1 ctia phu
luc.

3. Taili€éu tham khao

https://msrc.microsoft.com/update-quide/releaseNote/2022-Jul
https://www.zerodayinitiative.com/blog/2022/7/12/the-july-2022-security-
update-review
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