UBND TINH TAY NINH CONG HOA XA HQI CHU NGHIA VIET NAM

SO THONG TIN VA TRUYEN THONG Déc 1ap — Tw do — Hanh phic
86:1062 /STTTT-TTGSPH o . ) 5
VIV cinh bao 16 hong an toan thong tin CVE- Tay Ninh, ngay05 thang@ nam 2024
2024-24919 ton tai trén cac san pham cua hang
Check Point
Kinh gtri:

- Vén phong Tinh uy;

- Van phong Poan DPBQH va HDND tinh;

- Véan phong UBND tinh;

- Céc co quan tham muu, giap viéc Tinh uy;

- Mit tran T6 qué)c va cac Poan thé chinh tri - xa hoi;
- Céc S¢, ban, nganh tinh;

- Céc don vi nganh doc;

- Céc huy¢n, thi, thanh uy truc thudc Tinh uy;

- UBND cdc huyén, thi xa, thanh phé;

- UBND cac xa, phuong, thi tran.

Thure hién theo Cong vian sb 995/CATTT-NCSC ciia Cuc An toan thong tin
- B6 Thong tin va Truyén thong vé viéc canh béo 16 hong an toan thong tin CVE-
2024-24919 ton tai trén cac san pham ctia hang Check Point (Théng tin chi tiét
phu luc kém theo).

Nham dam bao an toan thong tin cho hé théng thong tin cta cac don vi va
g6p phan dam bao an toan thong tin trén dia ban tinh, S& Thong tin va Truyén
thong dé nghi cac don vi, dia phuong thuc hi¢n gép cac cong viéc cu thé nhu sau:

1. Kiém tra, ra soat hé théng thong tin dang str dung c6 kha ning bi anh
huong bai 16 hong an toan thong tin trén. Chi dong theo ddi cac thong tin lién
quan dén 16 hong tir hdng nham thuc hién nang cap 1én phién ban mdi nhat dé
tranh nguy co bi tan cong.

2. Tang cudng giam sat va san sang phuong an xir Iy khi phat hién c6 dau
hiéu bi khai thac, tin cong mang; dong thoi thudng xuyén theo ddi kénh canh bao
clia cac co quan chirc nang va cac to chiic uy tin vé an toan thong tin dé phat hién
kip thoi cac nguy co tn cong mang.

Thong tin lién quan dé nghi lién hé Ong Pao Quang Phiic - Trung tam Giam
sat, diéu hanh kinh té, xa hoi tap trung; Dién thoai: 0937.117.128.

Tran trong./.

Noi nhin: KT. GIAM POC
- Nhu trén; PHO GIAM POC
- BGD S¢ (b/c);

- P.CNTTBCVT,
- Luu: VT, TTGSDH.
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'PHULUC
THONG TIN CHI TIET VE CAC LO HONG BAO MAT

1. Thong tin chi tiét vé 16 hong an toan thong tin trén Check Point

Trung tim Gidm sat an toan khong gian mang qudc gia, Cuc An toan thong
tin ghi nhan thong tin lién quan dén 16 hong CVE-2024-24919 ton tai trén cAc san
pham cua hang Check Point. L3 hong cho phép d6i tuong tan cong khong can xac
thuc doc ndi dung tap tin bat ky trén san pham Check Point Security Gateways
két ndi t6i Internet va dang duoc thiét 1ap IPsec VPN Blade nam trong nhém
Remote Access VPN hoic Mobile Access Software Blade. L hong nay hién dang
bi khai thac trong moi truong thuc té. Hién 15 héng da duoc va trong ban cap nhat
m&i nhit cta hing Check Point.

L hong 1a mot 16i Path Traversal anh hudng téi endpoint “/clients/MyCRL”
c6 chirc ning tra vé ndi dung cua tap tin trén may chi tng dung. Endpoint co thé
dugc truy cap thong qua ca hai phuong thitc GET va POST. Viéc khai thac thanh
cong 16 hong Path Traversal cho phép ddi tuong tan cong doc ndi dung tap tin tiy
¥ trén hé thdng véi dic quyén cao (root).

2. Tai liéu tham khao
https://support.checkpoint.com/results/sk/sk182336

https://labs.watchtowr.com/check-point-wrong-check-point-cve-2024-
24919/
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