UBND TINH TAY NINH CONG HOA XA HQI CHU NGHIA VIET NAM
SO THONG TIN VA TRUYEN THONG DPoc 1ap — Tw do — Hanh phc
S6:1741  /STTTT-TTGSPH
V/v canh bao 16 héng bao mat nghiém trong
trong Camera IP Hikvision, VMware va cac san
pham ctia Microsoft.

Tay Ninh, ngay 21 thang 10 nam 2021

Kinh gui:
- Van phong Tinh uy;
- Van phong Poan BPBQH va HDND tinh,;
- Van phong UBND tinh;
- Céc S¢, ban, nganh tinh;
- UBND cac huyén, thi x4, thanh ph
- Vién thong Tay Ninh;
- Viettel Tay Ninh.

Thuc hién theo cong vin s6 1287/CATTT-NCSC, 1286/CATTT-NCSC
va 1411/CATTT-NCSC caa Cuc An toan thong tin - B Thong tin va Truyén
thong vé viéc canh bao 16 hong bao mat bao mat nghiém trong trong Camera IP
Hikvision (CVE-2021-36260), 19 156 hong VMware (CVE-2021-22005, CVE-
2021-21991, CVE-2021-22006, CVE-2021-22011, CVE-2021-22015....) va cac
16 hong bao mat trong cac san pham ciia Microsoft.

Pé dam bao an toan thong tin cho hé théng thong tin cho ngudi dung, don
vi va toan bo h¢ thong cua tinh, S& Thong tin va Truyén thong dé nghi cac don vi,
dia phuong thuc hién gap cac cong vi¢c cu thé nhu sau:

1. Ra soat, kiém tra cho cac may tinh/may chu/thiét bi néu nam trong pham
vi anh huong cua 16 hong bao mat va tién hanh khac phuc (Phu luc huong dan
kem theo).

2. Tang cuong kiém tra, giam sat h¢ théng mang cua don vi, dia phuong,
khi c6 phat hién hoat dong tan cong mang, dé nghi lién hé S6 Thong tin va Truyén
thong dé phéi hop xir 1y kip thoi.

Thong tin lién quan dé nghi lién hé Ong Vuong Duy Thanh - Trung tam
Giam sat, diéu hanh kinh té, xa hoi tap trung; Dién thoai: 0932624462,

Tran trong./.

Noi nhén: KT. GIAM bOC

- Nhu trén; K , -
- Luu: VT, TTGSDH. PHO GIAM bOC




PHU LUC |
HUONG DAN KHAC PHUC LO HONG BAO MAT CAMERA
IP HIKVISION

1. Thong tin 16 hong bio mat

- M ta: L hong anh huong dén san pham camera IP Hikvision, cho phép
d6i twong tin cong thuc thi ma tir xa ma khong can xac thyc, tir d6 chiém toan
quyén kiém soat thiét bi va c6 thé truy cip va tin cong mang ndi bd ciia muc tiéu.

- Piém CVSS: 9.8 (nghiém trong)

- Anh hwéng:

Tén san pham Phién ban dnh huwéng

DS-2CVxxx1
DS-2CVxxx5
DS-2CVxxx6
HWI-xxxX
IPC-XXXX
DS-2CD1xx1
DS-2CD1x23
DS-2CD1x43(B)
DS-2CD1x43(C)
DS-2CD1x43GOE
DS-2CD1x53(B)
DS-2CD1x53(C)
DS-2CD1xx7G0
DS-2CD2xx6G2
DS-2CD2xx7G2
DS-2CD2xx2WD
DS-2CD2x21G0
DS-2CD2xx3G2
DS-2CD3xx6G2
DS-2CD3xx7G2
DS-2CD3xx7GOE
DS-2CD3x21G0
DS-2CD3x51G0
DS-2CD3xx3G2
DS-2CD4xx0
DS-2CD4xx6
DS-2CD5xx7
DS-2CD5xx5
iDS-2XM6810
iDS-2CD6810
DS-2XE62x7FWD(D)
DS-2XE30x6FWD (B)
DS-2XE60x6FWD (B)

Versions which Build time before 210625




DS-2XE62x2F (D)
DS-2XC66x5G0
DS-2XE64x2F (B)
DS-2CD7xx6G0
DS-2CD8Cx6G0
KBA18 (C) -83x6FWD
(i) DS-2DEXxxx
(i) DS-2PTxxxXx
(i) DS-2SE7xxxx
DS-2DY Hxxxx
DS-DY9xxxx
PTZ-Nxxxx
HWP-NXXxX
DS-2DF5xxxx
DS-2DF6xxxx
DS-2DF6xxxx-Cx
DS-2DF7xxxx
DS-2DF8xxxx
DS-2DF9xxxx
IDS-2PT9xxxx
IDS-2SK7XXXX
IDS-2SK8xXXX
IDS-2SR8xxxX
IDS-2VSxXXX

DS-2TBxxx
DS-Bxxxx
DS-2TDxxxxB
DS-2TD1XXX-XX
DS-2TD2XXX-XX
DS-2TD41xx-xx [ WX
DS-2TD62xx-xx [ WX
DS-2TD81xx-xx / Wx
DS-2TD4xxx-xx [ V2
DS-2TD62xx-xx [ V2
DS-2TD81xx-xx / V2

Versions which Build time before 210702

DS-76xXXNI-K1xx
DS-76xxXNI-Qxx
DS-HiLookI-NVR-1xxMHxx
DS-HiLookI-NVR-2xxMHxx
DS-HiWatchl-HWN-
41xXMHxX
DS-HiwWatchl-HWN-
42XXMHXX

V4.30.210 Build201224 - VV4.31.000
Build210511




DS-71xxNI-Q1xx
DS-HiLooklI-NVR-1xxMHxx

DS-HiL 0okl-NVR-LxxHxx V4.30.300 Build210221 - V4.31.100
DS-HiWatchl-HWN- Build210511
21XXMHxx

DS-HiWatchl-HWN-21xxHxx

- Panh gia mic d6: gia so bo tir cac chuyén gia bao mat, 156 hong nay anh
hudng dén hon 100 triéu thiét bi trén toan cau trong d6 ¢ ca Viét Nam. Trung
tam Giam sat an toan khong gian mang qudc gia (NCSC) danh gia kha nang ma
khai thac ctia 16 hong nay s& sém dugc cong khai trén Internet trong thoi gian sap
toi.

2. Huéng din khic phuc: Dé khic phuc 16 hong bao mat noi trén, ngudi
ding nén tai ban cip nhat firmware pht hop vé6i san pham dang sir dung, tach
rieng dai mang dung cho Camera IP, han ché truy cap dén cac dai mang khac.
Thong tin cac ban cap nhat firmware co tai:
https://www.hikvision.com/en/support/download/firmware

3. Nguon tham khio:
https://www.hikvision.com/en/support/cybersecurity/security-advisory/security-

notification-command-injection-vulnerability-in-some-hikvision-products



https://www.hikvision.com/en/support/download/firmware
https://www.hikvision.com/en/support/cybersecurity/security-advisory/security-notification-command-injection-vulnerability-in-some-hikvision-products
https://www.hikvision.com/en/support/cybersecurity/security-advisory/security-notification-command-injection-vulnerability-in-some-hikvision-products
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PHU LUC II

HUONG DAN KHAC PHUC 19 LO HONG BAO MAT MOI
TRONG VMWARE

1. Thong tin 16 hong bao mat

- M ta: L3 hong bao mat (CVE-2021-22005) c6 murc anh hudng nghiém

trong (diém CVSS:9.8), cho phép dbi twong tin cong khong can xac thuc co thé
thuc thi ma tuy y.

- 11 16 hong bao mat (CVE-2021-21991, CVE-2021-22006, CVE-2021-

22011, CVE-2021-22015, CVE-2021-22012, CVE-2021-22013, CVE-2021-
22016, CVE-2021-22017, CVE-2021-22014, CVE-2021-22018, CVE-2021-
21992) ¢6 mirc anh hudng cao, cho phép dbi twong tdn cong khai thac dudi nhiéu
hinh thirc khac nhau nhu thu thap thong tin, tan cong leo thang, tan cong tir chdi
dich vu,.... Trong d6 c¢6 07 15 hong bao mat (CVE-2021-22006, CVE-2021-
22011, CVE-2021-22012, CVE-2021-22013, CVE-2021-22016, CVE-2021-
22017, CVE-2021-22018) c6 thé khai thac ma khong can xac thyc

STT

CVE

Mo ta

CVE-2021-22005

-Lo héng ton tai trong dich vu Analytics cua
vCenter Server, cho phép ddi tuong tan cong
khong can xac thuc thyc thi ma tuy ¥.

- biém CVSS: 9.8 (nghiém trong)

CVE-2021-21991

- L6 hong trong vCenter Server, cho phép doi
tuong tan cong da xac thuc thuc hién tan cong leo
thang.

- biém CVSS: 8.8 (cao)

CVE-2021-22006

- L3 hong trong vCenter Server, cho phép dbi
tuong tin cong khong can xac thuc bypass proxy,
truy cap trai phép

- Piém CVSS: 8.3 (cao)

CVE-2021-22011

- Lb hong trong vCenter Server Content Library,
cho phép doi tugng tan cong khong can xac thuc
truy cap mot s API.

- Piém CVSS: 8.1 (cao)

CVE-2021-22015

- Lb hong trong vCenter Server Content Library,
cho phép doi tugng tan cong da xéac thyc thuc
hién tan cong leo thang.
- Biém CVSS: 7.8 (cao)
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CVE-2021-22012

- L3 hong trong vCenter Server, cho phép dbi
tuong tan cong khong can xac thuc truy cdp mot
s API va thu thap thong tin

- biém CVSS: 7.5 (cao)

CVE-2021-22013

- L6 hong trong vCenter Server, cho phép ddi
tuong tAn cong khong can xac thuc thu thap
thong tin tir mot sd APL.
- biém CVSS: 7.5 (cao)

CVE-2021-22016

- L6 hong trong vCenter Server, cho phép ddi
tuong tan cong khong can xac thyc thuc hién tan
cong XSS.

- Biém CVSS: 7.5 (cao)

CVE-2021-22017

- L5 hong ton tai trong vCenter Server, cho phép
d6i twong tan cong khong can xac thyuc thuc hién
tan cong XSS.

- biém CVSS: 7.3 (cao)

10

CVE-2021-22014

- L3 hong ton tai trong VAMI (Virtual Appliance
Management Infrastructure), cho phép 601 tuong
c6 quyén cao trén hé thong thuc hién tin cong
thyc thi ma tuy y.

- biém CVSS: 7.2 (cao)

11

CVE-2021-22018

- L hong ton tai trong Vmware vSphere Life-
cycle Manager plug-in, cho phép ddi tuong tin
cong khong can xac thuc thue hién xoa tép tiy ¥.
- biém CVSS: 6.5 (cao)

12

CVE-2021-21992

- Lb hong ton tai trong qué trinh xir ly XML cua
vCenter Server, cho phép d6i tuong tan cong da
xac thyc thyc hién tan cong tir chdi dich vu.

- biém CVSS: 6.5 (cao)

13

CVE-2021-22007

- Lo héng ton tai trong dich vu Analytics cua
vCenterServer, cho phép ddi tuong tan cong da
xac thuc thu thap thong tin néi bo cia may chu.
- Biém CVSS: 5.5 (trung binh)

14

CVE-2021-22019

- L) hong ton tai trong dich vu VAPI (vCenter
API) cua vCenterServer, cho phép c101 tugng tan
cong khong can xac thyc thuc hién tdn cong tir
chdi dich vu.

- Biém CVSS: 5.3 (trung binh)
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- L) hong ton tai trong dich vu VAPI (vCenter
API) ctia vCenterServer, cho phép ddi tuong tin
15 | CVE-2021-22009 |cong khong can xac thuc thuc hién tin cong tir
chéi dich vu.

- Piém CVSS: 5.3 (trung binh)

- Lb héng ton tai trong dich vu VPXD (Virtual
Provisioning X Daemon) cua vCenterServer, cho
16 CVE-2021-22010 | phép ddi tuong tAn cong khong can xéc thuc thue
hién tn cong tur chdi dich vu.

- Piém CVSS: 5.3 (trung binh)

- L hong ton tai trong dich vu VAPI (vCenter
API) cta vCenterServer, cho phép dbi tuong tan
17 CVE-2021-22008 | cong khong can xac thuc thue hién tan cong thu
thap thong tin.

- Piém CVSS: 5.3 (trung binh)

- L3 hong ton tai trong dich vu Analytics cua
vCenterServer, cho phép d6i tuong tan cong da
xéc thue thuce hién tan cong tir chdi dich vu.

- Piém CVSS: 5.0 (trung binh)

- Lb héng ton tai trong vCenter Server Content
Library, cho phép do1 tugng tan cong dé xac thuc
thuc hién tan cong SSRF.
- biém CVSS: 4.3 (trung binh)

- Anh hudng dén: vCenter Server phién ban 7.0/6.7/6.5 va vClound
Foundation phién ban 4.3.1/3.10.2.2.

2. Hwéng dan khac phuc

Bién phap tot nhat dé khac phuc 1a cap nhit ban va cho céc 16 hong bao mat
néi trén theo huwéng dan cta hing. Thong tin ciac ban va tham khao tai:
https://www.vmware.com/security/advisories/\VMSA-2021-0020.html

3. Ngudn tham khao

https://www.vmware.com/security/advisories/\VMSA-2021-0020.html

18 CVE-2021-22020

19 CVE-2021-21993



https://www.vmware.com/security/advisories/VMSA-2021-0020.html
https://www.vmware.com/security/advisories/VMSA-2021-0020.html
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PHU LUC III

HUONG DAN KHAC PHUC CAC LO HONG BAO MAT TRONG CAC
SAN PHAM MICROSOFT

1. Thong tin cac 16 hong bao mat

STT CVE Mo ta Link tham khao
- CVSS: 9.0 (cao)
;\/Iﬁzrgzcr)ft gigﬁan o https://msrc.microsoft.com/up
1 |CVE-2021-26427 , 9 date-guide/vulnerability/CVE-
Server cho phép doi

tugng tin cong thuc thi

2021-26427

ma tir xa.
- CVSS: 8.1 (cao) https://msrc.microsoft.com/up
- L6 hong trong date-guide/vulnerability/CVE-
5 CVE-2021-41344 | Microsoft SharePo’int 2021-40487
CVE-2021-40487 | Server cho phép doi https://msrc.microsoft.com/up
tugng tan cong thuc thi | date-guide/vulnerability/CVE-
ma tir xa 2021-41344
- CVSS: 7.2 (cao)
- L6 hong trong https://msrc.microsoft.com/up
3 [CVE-2021-40469 | Windows DNS Server, | date-guide/vulnerability/CVE-
cho phép dbi tuong tan | 2021-40469
cong thyc thi ma tur xa.
- CVSS: 7.8 (cao)
;\Aﬁsrgggﬁ 3\?;1:‘3 cho https://rpsrc.microsqﬁ.com/up
4 |CVE-2021-40486 phép déi tuong t’én date-guide/vulnerability/CVE-
. ' 2021-40486
cong
thuc thi ma tur xa.
- CVSS: 8.0 (cao) https://msrc.microsoft.com/up
- L5 hong trong date-guide/vulnerability/CVE-
5 CVE-2021-38672 Windoyvs Hyper-,V cho | 2021-38672
CVE-2021-40461 | phép doi tuong tan https://msrc.microsoft.com/up
cong date-guide/vulnerability/CVE-
thyc thi ma tir xa. 2021-40461
cve oy RS dehnerabiiy OVE.
6 |CVE-2021-40473

CVE-2021-40374

Microsoft Excel cho
phép d6i tuong tan

2021-40471
https://msrc.microsoft.com/up




CVE-2021-40479 | cong date-guide/vulnerability/CVE-
CVE-2021-40485 | thuc thi ma tir xa 2021-40473
https://msrc.microsoft.com/up
date-guide/vulnerability/CVE-
2021-40474
https://msrc.microsoft.com/up
date-guide/vulnerability/CVE-
2021-40479
https://msrc.microsoft.com/up
date-guide/vulnerability/CVE-
2021-40485

https://msrc.microsoft.com/up
date-guide/vulnerability/CVE-
2021-40480
https://msrc.microsoft.com/up
date-guide/vulnerability/CVE-
2021-40481

- CVSS: 7.8 (cao)

- L) hong trong
CVE-2021-40480 | . . ..
7 CVE-2021-40481 MICFOSE)ft (Efflce VIS!O
cho phép doi tugng tan

cong thuc thi ma tur xa

- CVSS: 7.8 (cao)
- L6 hong trong
Microsoft Windows https://msrc.microsoft.com/up
8 [CVE-2021-41330 | Media Foundation cho | date-guide/vulnerability/CVE-
phép d6i tuong tan 2021-41330

cong

thuc th1 ma tur xa

- CVSS: 6.8 (cao)
- L6 hong trong https://msrc.microsoft.com/up
9 |CVE-2021-41342 | Windows MSHTML | date-guide/vulnerability/ CVE-
cho phép dbi tuong tan | 2021-41342

cong thuc thi ma tir xa

2. Hwémg din khic phuc

Bién phap t6t nh~€'1t dé khac phuc 1a cap nhat ban vé cho céc 16 hong bao mat
noi trén theo huong dan cua hang. Quy don vi tham khao cac ban cép nhat phu
hop cho cac sdn pham dang sur dung tai link nguoén tham khao tai muc 1 cua phu
luc.

3. Tai liéu thm khao: https://msrc.microsoft.com/update-guide/en-us



https://msrc.microsoft.com/update-guide/en-us
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